Cover Your Debit Card PIN

Watch out for the person who may be watching you enter you PIN
code when you swipe your debit card. If the PIN pad (card
reader) has been tampered with, all a crook needs is your PIN
code to swipe the money out of your bank account.

But the PIN pad need not be watched by a live human, for some
of them might have a small camera watching for your code
entry. The safest thing to do is cover the pad while you enter
the numbers, a difficult thing to do without practice, but
apparently becoming more necessary now that debit card fraud
is becoming much more common.

Michaels Craft Store Frauds

The U.S. Secret Service [had been] investigating a debit card
fraud case that started in Illinois [around early 2011] and
has now spread to twenty states. Investigators say crooks
tampered with PIN pads in the Michaels checkout lanes,
allowing them to capture customers’ debit card and PIN
numbers. Michaels now confirms that it found

ninety compromised PIN pads 1in eighty of 1its stores.

Here’'s advice for keeping your bank account safe:

1. “Re-PIN your debit card several times a year.” Perhaps
that is the least effective way to protect your money,
for a crook can get into your bank account within hours
of when you swiped your card at a bad PIN-pad card
reader; check the next suggestion:

2. Use a credit card instead of a debit card. Well, that
would solve the problem, but some people use a debit
card for good reasons.

3. Keep an eye out at gas stations and at ATM’s. That
includes covering the PIN pad with one hand while you
enter the numbers with the other hand. That may be the


https://www.knowsomenews.com/?p=299
http://abcnews.go.com/Business/ConsumerNews/debit-card-fraud-michaels-crafts-customers-info-captured/story?id=13593607

best protection.

4. For after-the-fact protection, check your account
information regularly, 1looking for any suspicious
withdrawal, and notify your bank immediately when you
see fraud.

5. Don’'t use your debit card too often. The safest place
may be your bank ATM machine, especially if it is inside
the bank itself.
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